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Reference Monitor-Based Audit Tool 
(e.g., Camflow, Hi-Fi)
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eBPF-Based Audit Tool (e.g., BPF-LSM)
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Cgroup eBPF

14

Clang 
Compiler

Audit 
Program

eBPF 
Bytecode

eBPF 
Native 
Code

eBPF 
Verifier

JIT 
Compiler

eBPF 
Maps

Daemon

cgroup

eBPF 
Hooks

User Space

Kernel



Our Objective
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Feature
Host Audit 

Tool

Reference 
Monitor-Based 

Audit Tool
Cgroup eBPF

eBPF-Based 
Audit Tool (BPF-

LSM)

Our Solution
(saBPF)

Provides
completeness 
guarantee in the 
generated logs

✕ ✓ ✕ ✓ ✓

Requires minimal host 
kernel modification.

✓ ✕ ✓ ✓ ✓

Supports policy 
specification at a 
container-granularity.

✕ ✕ ✓ ✕ ✓
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Core Components of saBPF
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extended Berkeley Packet Filter (eBPF)

Linux Security Modules (LSM)

Linux Namespaces, particularly cgroup
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Use Cases of saBPF

Whole-system provenance capture (ProvBPF)

Provenance-based intrusion detection system

Lightweight ad-hoc access control 

25



Whole-System Provenance
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Pasquier, Thomas, et al. "Practical whole-system provenance capture." Proceedings of the 2017 Symposium on Cloud Computing. 2017.



Whole-System Provenance Capture 
Mechanism (ProvBPF)
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ProvBPF: Advantages of Using saBPF
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Provenance-
Based Intrusion 
Detection 
System

Provenance-based intrusion detection 
systems learn system behaviours from the 
provenance graph generated by benign 
system activity.

However, provenance capture mechanisms 
are typically deployed at the system-level.
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Kubernetes’ Sidecar Design
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Overhead of Namespacing
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Overhead of Namespacing
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Evaluation Results
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Advantages of saBPF

37

Improved 
Performance

• Audit rule 
configuration occurs 
during eBPF 
compilation. 

Better Maintainability

• Our provenance 
capture mechanism, 
ProvBPF, is neatly 
separated from the 
kernel, and can be 
built and tested 
independently.

Decentralized 
Deployment

• Each containerized 
environment can 
deploy its own LSM 
mechanism using 
saBPF without 
affecting the rest of 
the system.
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Thank you!
Source code available at https://github.com/saBPF-project

Speaker: Soo Yee Lim 
Affiliation: University of British Columbia

Email: sooyee@cs.ubc.ca


